Cristopher J. Rhea

3637 125th St. NE

Rochester, MN 55906

 (507) 753-2866

crhea@rentaclue.com
CAREER OBJECTIVE:

A challenging position where skills and experience are a valued asset. Working with motivated, highly-skilled individuals who deliver projects on-time and with high quality. Part of a team of energetic people who thrive on thinking “outside the box” to find creative solution to challenging problems.

SKILLS:

Knowledge of computer systems- both hardware and software:

· 25+ years of experience in Unix-based system architecture/development/administration; including  kernel and system-level code,  system utilities, system and application security, application package installation/configuration, and end-user programming

· Extensive knowledge in systems administration with expertise in design, implementation, security,  and support of high-availability, high-reliability Unix-based systems in both mission-critical and development/research environments

· Extensive Unix system and programming background: SVR3, SVR4, AIX, HPUX, SunOS, Solaris, SCO, BSD, various distributions of Linux, C, Shell scripting, PHP, Perl, Java, JavaScript, BASIC, FORTRAN, Pascal, multiple assembly languages

· Writing Unix device drivers for block and character devices

· Debugging device drivers for hardware interface cards using software along with instrumentation such as: logic analyzer, SCSI bus analyzer, RS-232 analyzer, and similar tools

· Computer hardware troubleshooting/repair 

· Complex, multi-system problem debugging (logs, system call trace, network packet trace, etc.)

Team leadership and coordination:

· Leading formal and ad hoc teams of systems engineers in both operational and project-based activities

· Rigorous software code inspection and hardware design inspection in critical production environments

· Design and writing of project requirements, design specifications and test specifications

· Preparing written proposal documentation in support of customer activities

· Liaison role for multi-department projects

· Sounding board and “Devil's advocate” for internal group design discussions

WORK EXPERIENCE:

1993-present Mayo Clinic, Rochester, MN
February 2013 - Present: Office of Information Security, Infrastructure Security Engineering – Sr. Information Security Engineer:

· Creation of Secure Reference Architectures
· Providing security consultation and mitigation solutions for legacy and new projects
· Consulting for OIS and IT projects as Unix/Linux subject matter expert

· Responsible for RSA Netwitness Nextgen network packet capture system
· Responsible for QualysGuard vulnerability management tool
· Represent IT security interests in project reviews

· Design/deploy tools to monitor OIS’ security tool environment 
February 1998: Research Computing Facility systems support team – Technology Specialist II / Systems Architect II:

· Facilities Manager for 1200 sq. ft. RCF Research datacenter

1. Interface to HVAC, electrical, network support personnel
2. Provide for HVAC/electrical/network redundancy

3. DR/BC planning and testing for facilities outages
· Member of architecture/design/construction team for new RCF datacenter

· Construction liaison for $400,000 datacenter facilities upgrade

· Complex research collaborations -- multi-site, federated identity management, segregated data
1. Operations security

2. Identity management

3. Network security (custom firewalls, individual and S2S VPNs)

· Design, implementation, and operation of Beowulf-style Linux compute cluster:

1. Has grown to over 6000 cores

2. Infrastructure to support automated node creation and updates

3. Cluster firewall

4. Network design evolution and implementation

5. SGE batch job scheduler

6. Team design of in-house tools such as Mayobiotools and self-service group membership changes

7. phpBB forums

8. Automated web page with cluster job and storage status

9. Automated account creation DTW -> NIS -> file server

10. High-throughput storage systems: Network Appliance 7G/GX/8.0 Cluster Mode, Isilon X and NL series, IBM XIV/2810, Aspera for WAN acceleration

· Webmaster/System Administrator for Mayo’s internal and Internet-facing web servers

1. Hardened server configuration

2. Monitoring for availability and unusual events/intrusion

3. Creation of self-service tools to promote content from development to production

4. Full activity monitoring to track accountability for content changes

5. Creation of self-service tools to manage group collaborations on site content

· Postmaster and systems administrator for Mayo’s E-mail backbone systems (X.400, SMTP, X.500, LDAP, with directory and messaging gateways to Office Vision, MS Exchange, MS Mail for Mac, DEC All-In-One) using CDC/Syntegra/BT MailHub product, Ironport appliances, and in-house SMTP relay servers

1. Subject matter expert on debugging SMTP traffic and issues

2. Implemented novel approach using DNS to prevent DoS of front-end E-mail gateway

3. Layered approach to E-mail-based anti-virus, anti-spam, phishing, DoS attacks

4. DR/BC design to prioritize internal communications over Internet traffic

· Conversion of proprietary Unix-based systems (mostly Sun) to open-source Linux environment

· Application porting, installation, and configuration

1. Ensuring application works as needed in new environment

2. Application configuration for proper operation, security and logging

· Numerous LAMP stack (or Java/Tomcat) projects

1. Hardening at each layer of the stack

2. Proper ownership of files, logs, etc.

3. Proper backup/recovery options for small, non-centrally-managed databases

· Unique Cold Fusion implementation to minimize license costs

1. Separation of CF engines for availability and isolation of critical projects

· Developed infrastructure for Mayo Housecall (140,000+ subscriber newsletter for healthcare topics) using open-source tools (Sympa) under Linux

1. Identity management for subscribers

2. Access control to prevent unauthorized messages

· Complex infrastructure to support government-funded research initiatives such as caBIG (cancer bioinformatics grid)/caGrid

1. Complex SAML-based federated identity management system
· Extensive development of in-house tools for automated systems monitoring, paging, and problem alerts

1. Monitor system and application availability

2. Automated monitoring of logs of signs of intrusion or DoS attack

3. Self-healing for common/non-critical issues

· Space/power/cooling reduction: blade-based systems, virtualized systems using Linux/Xen
1. Security Architecture/Design for virtualized systems

2. Hypervisor security

3. Network security on virtualized systems

· Member of project team to replace STK 9310 silos with Sun SL8500 equipment

1. Security configuration of tape management software to ensure proper access control in a shared tape silo environment

· Assisted in rebuilding Clinical Unix Team by interviewing, hiring, and training new members; managed the clinical group while transitioning into Research position

· Member, Mayo IT Security Subcommittee (continued)

1. Technical resource for information security governing body

2. Reviewed projects for IT Security implications

· Assisted Investigative/Legal Discovery team 

1. Investigations involving researchers

2. Forensic investigation of systems

3. Sanitization of systems for departing researchers

March 1993: Founding member of Enterprise/Clinical Unix Systems Support team – Technology Specialist I:

· Support both critical and non-critical systems for a 65,000 person, $6B company
1. Responsible for system and security architecture/design/implementation

2. Multi-tier development/integration/production environment

· Support systems for Mayo's first Electronic Patient Record project (high-availability configuration using Sybase/HP T600/HPUX/ServiceGuard)

· Provided infrastructure and promoted enterprise-wide acceptance of DNS, NTP, and BOOTP services; authored tools for IP address management

· Developed infrastructure for Mayo's first web initiatives (internal and external). Developed/supported self-service management tools for accounts, web sites, and content promotion.

· Deployed systems to computerize the Mayo Medical Library: Bibliographic searches (Ovid), Drug information (Micromedex), and card-catalog functions (Innovative Interfaces, Inc.)

· Architecture, deployment and support for Mayo's first live information “Ask Mayo Clinic Nurse Line” (integrating Unix and Microsoft systems using X-terminal and Citrix technology)

· Sun/Unix (later Linux) systems to support Mayo's multi-location/multi-state Optical Store (Point-of-Sale system with specialized hardware for frame tracing, price tag printing and bar code scanning)

· Enterprise backup and archiving system (StorageTek Powderhorn 9310/ACSLS/Epoch/Open Vision-Veritas-Symantec Netbackup/HSM)

· Used Sun/Unix-based system to offload IBM mainframe for financial accounting ad hoc and scheduled report writing tasks (Focus)
1. Local identity management system

2. Access control to protect restricted financial data

· Enterprise-wide system support for wide variety of Unix platforms (HP HPUX, Sun SunOS/Solaris, IBM RS/6000 AIX, SCO, Interactive, UnixWare, Linux, SGI Irix, DEC Digital Unix)

· High availability configurations for critical applications (HP Switchover/ServiceGuard, IBM HACMP)

· Trained/mentored team members from non-Unix background and as well as junior members joining the team

· Working with the Section of Network Management,  evaluated and implemented network monitoring tools (Sun Net Manager/HP OpenView)

· High volume, high speed NFS file server (Auspex)

· Network-based data exchange between Unix systems and other platforms (NT, Mainframe, AS400, and Tandem)

· Consultant for departments performing their own Unix administration

1. System design

2. Security

3. DR/BC

4. Hardware repair/sparing

· Same city, multi-site network communication evaluation of early wireless LAN technology

· Member, Mayo IT Security Subcommittee
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1989-1993 Supercomputer Systems, Inc., Eau Claire, WI - Staff Engineer, Diagnostics Group

· System Architect for Maintenance Computer System (MCS)- the diagnostic, console and power control interface for the SS-1 Supercomputer

· Designed and implemented Unix device drivers and user-side code for custom, low-level protocols on the MCS, including:

· Scan interface communications driver

· HiPPI driver

· Test fixture drivers (GPIB and RS232)

· RS-232-based diagnostic and control interface to IBM disk subsystem

· Integrated diagnostic software with MCS

· Member of System Administration team supporting SSI's Unix environment (200+ workstations):

· Implementation of encrypted data link to remote office using fractional T1

· Implemented and maintained company-wide Ethernet network

· Unix platforms: Sun, Solbourne, Motorola 68K/88K, 3090, RS6000, SGI, HP, AT&T, Auspex

1985-1989 AT&T Bell Laboratories, Naperville, IL - Member of Technical Staff

· 3B2 System Test Group

· 3B2 Operating System Group

· 3B2 Peripheral Software Group

EDUCATION & CERTIFICATIONS:

Bachelor of Science: Computer and Electrical Engineering, Purdue University, 1984

Master of Science: Computer Information Systems, University of Phoenix, 2006

ISC2 CISSP:  500744
SANS (GIAC) GSEC: 34288
SANS (GIAC) GCIH: 24420

SANS (GIAC) GNFA: 50

ISC2 HCISPP: 500744
QualysGuard Certified Specialist – Vulnerability Management

RedHat Certified Engineer (RH 7.1, RHEL4, and RHEL6), RHCSA, CoE: Server Hardening
RSA NetWitness – Analyst I & II, System Administrator

MySQL Administration

Dell TechDirect certification for in-house hardware warranty repairs – all areas

EPA section 608 and 609 certified

Infoblox

Mac OS X and Mac OS X Server Essentials

HACMP for AIX (Clam and Associates)

Sybase Replication Server Bootcamp

Dazel Features and Functions, Advanced System Administration
Java for Non C++ Programmers

National Instruments LabView Basics I

DNS/DHCP

Kerberos

In-house and external courses/seminars in programming languages and topics (Java, JavaScript, Perl, CGI)

PROFESSIONAL ORGANIZATIONS:

IEEE Senior Member, IEEE Computer Society, Usenix, and SAGE

OUTSIDE ACTIVITIES:

Animal rescue volunteer

Nationally certified dog trainer – Teaching classes in obedience and agility

Kayaking

References Available upon request.
Manager contacts:
Philip Truesdale – Senior Manager, Office of Information Security, Truesdale.Philip@mayo.edu, (507) 284-3485

Randy Regimbal – Director, Office of Information Security, Regimbal@mayo.edu, (507) 284-2583

Kevin McDonald – Director, Office of Information Security, McDonald.Kevin@mayo.edu (507) 255-8410
Marie Kostecki – Unit Head, Research Computing Facility, Kostecki.Marie@mayo.edu (507) 284-8498
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